Many MSU forms now require a signature using a digital ID in Adobe Acrobat. The following instructions
show how to set up the digital ID for the first time and how to use the digital ID to sigh documents once
created.

Adobe Acrobat Reader DC (or Adobe Acrobat Pro DC if you have a license subscription) must be installed
on the computer prior to setting up or using the digital ID. Please see the Install Acrobat Reader
document if necessary.

If a digital ID is not already set up, it can be completed in in advance, or the first time you try to apply it
in a supported document. Both methods are included below. The digital ID setup only needs to be
completed once on each computer used. If multiple computers are used, it must be set up individually
on each machine.

METHOD ONE: One-Time Setup of Digital ID—Using the Preferences Window

If a digital ID has not already been created for the computer being used, and it is desired to set one up in
advance of needing to use it, complete the following steps.

Step 1: Open Adobe Acrobat Reader DC using the desktop icon or from the Start menu (Start->Acrobat
Reader DC).
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Step 2: Open the Preferences Window from the Edit Menu in
Acrobat Reader DC (Edit-> Preferences).
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Step 3: Select the Signatures option in the Categories pane of the Preference window, then click the

More... button under the Identities & Trusted Certificates section.

Preferences

Categories:

Commenting A
Documents

Full Screen

General

Page Display

3D & Multimedia
Accessibility

Adobe Online Services
Ernail Accounts
Forms

|dentity

Internet

JavaScript

Language

Measuring (2D
Measuring (30)
Measuring (Geo)
Multimedia (legacy)
Multimedia Trust {legacy]
Reading

Reviewing

Search

Security

1< Signatures >

Tracker

Trust Manager

Units

< >

W

Digital Signatures

Creation & Appearance

« Control options for signature creation
= Set the appearance of signatures within a decument

Verification

= Control how and when signatures are verified

Identities & Trusted Certificates

» Create and manage identities for signing
= Manage credentials used to trust documents

Document Timestamping

» Configure timestamp server settings

More...

More...

More...

OK

Cancel




Step 4: Select the Add ID option from the Digital ID and Trusted Certificate Settings window. If a digital

ID has already been created on this computer, it will be shown in the list. NOTE: The button may only
show the icon depending on the window size.

[ﬁ Digital ID and Trusted Certificate Sebig X
~ Digital IDs sage Options Ly Certificate Details @ Export ¥ Refresh @ Remove ID
Roaming ID Accour Issuer Storage Mechanism Expires
Digital ID Files
Windows Digital IDs
PKCS#11 Modules a
Trusted Certificates
Manage My Digital IDs ~N
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Step 5: Select ‘A new digital ID | want to create now’ option from the first Add Digital ID window. Click
Next.

Add Digital ID X

Add or create a digital ID to sign and encrypt documents. The certificate that comes with your
digital ID is sent to ethers so that they can verify your signature, Add or create a digital ID using:

O My existing digital ID from:
A file

A roaming digital ID accessed via a server

A device connected to this computer

@mdigital ID | want to create MD




Step 6: Select ‘Windows Certificate Store’ option from the second Add Digital ID window. Click Next.
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cermmon digital ID file format is supported by most security software applications,
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Your digital I will be stored in the Windows Certificate Store where it will also be available
to other Windows applications. The digital ID will be protected by your Windows login.

Step 7: Type the full name as it should be displayed in a digital signature in the Name field and type the
corresponding mayvillestate.edu email address in the Email Address field on the last Add Digital ID
window. It is not necessary to add any additional information or modify any pre-populated selections in
this window. Click Finish.
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Step 8: The new digital ID will now be set up and should be shown in the Digital ID and Trusted
Certificate Settings window. Review the details to ensure that it is correct and click the Close button in
the top right corner of the window, then click the OK button to close the Preferences window.
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METHOD TWO: One-Time Setup of Digital ID—Directly From A Document

The digital signature field in a PDF document will look similar to the following:

-

If a digital ID has not already been created for the computer being used, a prompt will appear when

clicking on the digital signature field. Use the following steps to set up the digital ID directly from the
document to be signed.

Step 1: Click the Configure Digital ID button on the Digital ID Configuration Required prompt.

Digital ID Configuration Required X

This signature field requires a digital signature identity.

‘Would you like to configure one now?

Help

Configure Digital ID

Cancel

Step 2: Select the ‘Create a new Digital ID’ option on the ‘Configure a Digital ID for signing’ window.
Click Continue.
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Step 3: Select the ‘Save to Windows Certificate Store’ option on the ‘Select the destination of the new
Digital ID’ window. Click Continue.
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Step 4: Type the full name as it should be displayed in a digital signature in the Name field and type the
corresponding mayvillestate.edu email address in the Email Address field on the ‘Create a self-signed
Digital ID’ window. It is not necessary to add any additional information or modify any pre-populated
selections in this window. Click Save.
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At this point, a prompt will appear to complete the digital signing of the document. Continue with the
next procedure to complete the signature process.

Singing A Document With A Digital ID

Once a digital ID has been set up, it can be used to sign documents configured to accept a digital
signature. It is advised to save a copy of the form with a descriptive file name before starting the form
fill process. Additionally, once a PDF form has been signed and saved, it is generally not possible to
modify any other fields on the form. Make sure that all necessary fields have been completed or
modified prior to signing and saving the form. Complete the following steps to sign a document using a
digital ID.

Step 1: Click on the digital signature field within the document. The digital signature field in a PDF
document will look similar to the following:

-

Step 2: Select the appropriate digital ID to use from the ‘Sign with a Digital ID’ window. All digital IDs
configured on the computer will be displayed. Be sure to select the appropriate ID. Click Continue.
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Step 3: Verify that the signature is correct in the ‘Sign as “username”’ field. Click Sign.
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Step 4: A prompt will appear requesting that the document be saved. Resave using the original name
or save a copy using a new file name. Click Save.

A completed digital signature field will look similar to the following:

Digitally signed by Test User

Te St User Date: 2020.07.31 14:50:35

-05'00"

Signature

The document is now signed, saved and ready for distribution.



